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How accessible is privacy and security software? Though recent research and news reports find 
that Internet users are taking measures to secure themselves online, a short survey completed by 
the Open Technology Institute (OTI) at New America Foundation suggests that public library 
Internet users may not be as nimble. Looking at Virtual Private Networks (VPNs), OTI found that 
almost none of nearly two hundred public library Internet users took advantage of this particular 
tool, and only eight individuals even knew what a VPN was. A majority of these respondents are 
library “dependents,” meaning they have no alternative means of access to the Internet, and most 
engage in online transactions that require they input personal data like credit card information, 
bank account number, Social Security number, or birthdate. Meanwhile, the press and public 
agencies, like the Federal Trade Commission’s OnGuardOnline.gov website, routinely advise 
public Internet users to refrain from such online activities unless subscribing to VPN services. 
Clearly the message and resources are not getting from VPN advocates to these users. Until new 
policies and practices focus on accessible solutions that apply to all individuals wanting to go 
online, security and privacy risks fall disproportionately upon certain kinds of Internet users. 

 

As concerns for personal privacy and security in 
digital contexts increase,1 a range of new tools 
have become widely available, making it possible 
for end users to manage and control their digital 
footprints. These tools have a range of purposes, 
from securing personally sensitive transactions to 
signaling to advertisers to refrain from tracking 
one’s online behavior to anonymizing one’s 
Internet activities altogether.2 A number of 

educational resources have also cropped up in 
recent years, with the aim of shaping users’ 
behavior to engage in safer practices online.3 
Meanwhile, adoption of such tools and resources 
among average Internet users is modest, but 
increasing.4 
 
But are these tools accessible to public Internet 
users—especially those who rely on public access 

New America Foundation  



 

 
 
new america foundation  page  2  

 

to the Internet because they lack it at home?5 
Different from average users, these public 
Internet adopters typically hail from poorer 
communities and communities of color. Many of 
them are marginal Internet users, who are 
coming online for the first time and learning new 
digital literacy skills. Furthermore, as survey 
research has demonstrated, lower income 
Internet users more frequently contend with 
problems like identity theft and experience other 
harmful consequences related to information 
sharing.6 
 
The following report tackles the above question 
by focusing on adoption rates of virtual private 
networks (VPNs) among public Internet users. 
From popular press to policymakers, security 
advice directs users to subscribe to VPNs as a way 
to protect their privacy when using public 
networks. But a survey completed by the New 
America Foundation’s Open Technology Institute 
(OTI) found that almost none of the nearly two 
hundred respondents approached at public 
library branches, one of the most common sites 
of public Internet access, used a VPN or knew 
what it was. The results suggest that it is time to 
recalibrate privacy and security recommendations 
so that they meet the needs of all Internet users, 
including the poorest among them. 
 
Background 
Public libraries provide Internet access to the 
country’s most underserved communities. 
According to a 2010 survey which queried 
approximately 48,000 respondents, researchers 
at the University of Washington estimated that 
members of a significant minority (nearly 44 
percent) of households below the poverty line had 
accessed the Internet at a public library.7 
Researchers also found that the library was 
indispensible to some: approximately 16 million 

individuals accessed a public library computer in 
order to go online, and approximately 4 million 
used their own computer to access library WiFi, 
in the absence of alternative means of access to 
the Internet.8 These library “dependents” 
demonstrated high volume usage as well. For 
those using wired connections, 43 percent of 
“dependents” used an Internet terminal every or 
most days of the week. For “dependents” using 
WiFi, that figure amounted to 26 percent. (By 
comparison, only 16 percent of respondents with 
alternative means of Internet access report daily 
or almost daily usage of library Internet 
terminals. That number decreases to 14 percent 
in the case of library WiFi.) 
 
Like a handful of other studies,9 the University of 
Washington study also showed that many library 
patrons used the Internet as a lifeline to perform 
vital tasks. Users frequent libraries to renew their 
eligibility in public welfare programs. They stay 
in touch with family. They apply for jobs. They 
prepare for General Education Development 
(GED) tests. Without a public library, many 
members of underserved communities would 
struggle in the face of not only a digital divide, 
but also social and economic divides.10 Public 
Internet access matters to individuals and aids in 
their political, economic, social, and psychological 
well-being.  
 
In this study, OTI takes a look at common 
security advice to public Internet users and 
examines it in the context of the public library. 
Our original research question arose when library 
staff members talked with us about public WiFi 
recommendations mentioned on the site, 
OnGuardOnline.gov.11 The Federal Trade 
Commission (FTC) created this website as a go-to 
resource for Internet consumers to be “safe, 
secure and responsible online.”12 It instructs 
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users of public wireless networks to use VPNs 
when engaging in personally sensitive 
transactions online. In the absence of protective 
measures, OnGuardOnline advises the public 
WiFi user to refrain from conducting personally 
sensitive transactions.  
 
In reviewing OnGuardOnline, we recognized that 
the site offers a suite of recommendations—not 
just VPN adoption—when talking about safety on 
public WiFi. For example, the site recommends 
individuals check that they are on a WPA2-
secured connection, which affords greater 
security than other kinds wireless security 
standards. The site also advises individuals to use 
secure HTTPS connections and to have different, 
strong passwords for different user accounts. Due 
to constraints of time we elected to focus on 
VPNs only and save a comprehensive review of 
security practices of public Internet users for 
later. Apart from time constraints, we focused on 
VPNs due to the fact that proper use requires 
adequate knowledge of what VPNs do and 
protect. Conversely, improper use can give users 
a false sense of safety, putting them at greater 
risk.13  
 
We examined other sources of security advice, as 
well, and found that OnGuardOnline echoes 
other popular recommendations from the press 
and technology companies. From DIY sites like 
Lifehacker to corporate behemoths like Microsoft, 
experts similarly instruct public Internet users 
(both wired and WiFi) to either use a VPN or 
avoid transmitting personal data.14 These 
resources explain how traffic routes securely 
through a VPN and protects the user’s data. 
Though some VPN subscriptions are free, most 
are not. Several security advice websites caution 
against transmitting highly personal data via free 
VPNs, such as Social Security numbers or health 

records, due to concerns about the quality or 
strength of these products.15  
 
In researching VPNs, we also discovered that 
although VPN adoption is far from mainstream, 
it has a growing market and appeal, especially 
given recent news concerning the extent of 
government surveillance. Pew Research Center 
reported that 14 percent of (nearly 800) 
respondents reported having subscribed to a VPN 
or other services that help users cover their digital 
footprints.16 Following Edward Snowden’s NSA 
surveillance revelations, one VPN provider 
recently reported a major bump in subscriptions 
(more than 50 percent).17 These studies suggest 
that both anonymity and security factor into 
reasons for which Internet users turn to VPNs. 
 
Design 
To examine the practicalities of VPN advice, we 
conducted a short survey in Washington, D.C., 
querying patrons of the local public libraries 
about VPN adoption. We visited 13 out of the 26 
public library branches across the District, 
focusing on patrons who use the public 
computers within the libraries. The District’s 
library system has witnessed an increase in the 
number and usage of its public computers, 
including for such activities as applying for jobs, 
filing for unemployment benefits, and 
communicating with teachers.18 Specifically, we 
asked study participants if they used public 
computers at libraries for sensitive transactions, 
whether they protected their online transactions 
using a VPN, whether they sought information 
security advice from library staff, and whether 
they understood the purpose of VPN tools (see 
Appendix 1 for full list of survey questions). 
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Data Collection 

We collected data over a three-day period through 
a paper-based survey. We purposefully selected 
library branches to cover a range of poor to 
affluent neighborhoods in the entire District and 
randomly solicited adult patrons exiting libraries 
to complete the survey.20 We limited the 
demographic data collected to age, since age often 
appears to factor into differences in norms and 
practices regarding privacy and security online,19 
and since other variables that typically define 
underserved populations in D.C. are well 
established.20 We did not collect any identifying 
information of survey respondents.21 
 
Results 
Data obtained from the fieldwork reveal a lack of 
awareness or familiarity with VPNs among D.C. 
residents who use public library Internet. Of the 
189 surveys completed, only 4.2 percent (eight 
respondents) of the sample population expressed 
some familiarity with VPNs (See Appendix 3, 
Table 6), and these respondents were all under 
the age of 44. A negligible proportion of users (1.1 
percent, two respondents) reported using VPNs 
on a regular basis, stating they used VPNs when 
conducting personally sensitive transactions 
online. Only ten participants (5.3 percent of the 
sample) responded “Yes” to the question, “Has 
the library staff ever talked to you about Internet 
security?” one of whom admitted only hearing it 
mentioned to others (See Appendix 3, Table 4).  
 
The majority of public computer users did, 
however, utilize these computers to conduct 
personally sensitive transactions online: 
approximately three-quarters of survey 
respondents (74.1 percent, 140 participants) 
described such use (See Appendix 3, Table 2). 
The age groups most likely to conduct personally 
sensitive transactions online included the 25-34 

and 35-44 categories, comprising more than 50 
percent of the surveyed respondents who 
responded in the affirmative (See Appendix 3, 
Table 7). 
 
Survey results also revealed a high number of 
users whose only access to a computer comes 
from the public library system. Just over half of 
the sample population (52.9%, 100 participants) 
were wholly dependent on the public libraries for 
computer access (Appendix 3, Table 5). Fifty-five 
percent of this “dependent” group used public 
computers to fill out personally sensitive 
information online (See Appendix 3, Table 8). 
Compared to younger age groups, participants 
aged 35 and older were more likely to depend on 
libraries for computer use. Nearly 70 percent of 
users in this category (81 participants in total) did 
not have access to a computer other than those 
located in the library (See Appendix 3, Table 9). It 
is also worth noting that none of the respondents 
who rely solely on public computers were familiar 
with VPNs. The eight participants who 
mentioned familiarity with VPNs stated they had 
access to other computers. 
 
Discussion 
Our findings suggest that online privacy and 
security may be a difficult goal to reach for the 
Internet’s most vulnerable populations. 
According to our initial analysis, public library 
Internet users: 
 
• depend on public library Internet and use 

public library computers to complete personally 
sensitive transactions, but 

• do not use VPNs to protect themselves when 
conducting personally sensitive transactions,  

• are unaware of VPNs or their purpose, and the 
few individuals who are familiar have 
alternative means to access the Internet, and  
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• almost never receive on-site security advice in 
the context of public library Internet access.  

 
This state of affairs presents marginal Internet 
users with a conundrum. On the one hand, some 
government programs of the past (or nearly past, 
such as the Broadband Technology Opportunities 
Program), current (E-rate), or future 
(ConnectEd),22 provide places like libraries with 
the funds for public Internet access and urge 
members of historically marginalized 
communities to go online at these community 
spaces in order to facilitate civic engagement, 
education, employment, and personal prosperity. 
On the other hand, other government programs, 
such as the FTC’s main privacy education Web 
resource, OnGuardOnline, tell people that if they 
are unable to secure themselves effectively with 
end-user tools like VPNs that they should stay 
offline in order to protect themselves from 
unwanted surveillance and privacy intrusions.  
 
This puts public library Internet users in a 
difficult place: either go online insecurely and 
risk being the target of malicious emails, 
phishing scams, harassment, and identity theft, 
or stay offline and risk losing public benefits, 
missing job opportunities, learning about and 
managing one’s health, and more. Neither option 
presents users with a fair deal. 
 
Some may ask whether public library Internet 
users face any greater risk than ordinary Internet 
users. Indeed harms from security breaches 
affect all types of individuals. But as already 
mentioned, research has shown that respondents 
living in households earning less than $30,000 
reported a greater number of problems due to 
sharing personal information online.23 Taken 
together with the fact that members of poorer 
households are more likely to rely on public 

Internet access, such as at libraries,24 this 
suggests that public Internet users 
disproportionately feel the impact of the 
insecurities of Internet access. 
 
Although our survey did not ask respondents 
whether they would pay for a VPN, the fact that a 
majority of users rely on Internet access at a 
public library suggests that cost issues may be in 
play. That is, although some privacy advocates 
argue that market solutions can reduce privacy 
invasions,25 the case of the public library Internet 
user suggests otherwise: a dependency on a free 
network to perform vital activities may expose 
users to harms they cannot afford to prevent. 
Further research could help illuminate the extent 
to which VPN subscriptions are mismatched with 
the economic reality confronting such users. 
 
Further research could also explore where public 
library Internet users obtain information and 
tools that help them be safe online. Our survey 
only asked about security advice from library staff 
members. But patrons may learn from watching 
the news, seeing products advertised in window 
displays at a local corner shop, or finding out 
from friends and family. Needless to say, it would 
be helpful to identify popular sources of security 
advice for the public Internet users in order to 
improve them or public education campaigns like 
OnGuardOnline. 
 
Finally, a word on security of public WiFi versus 
wired connections. In our survey, we did not ask 
respondents to indicate whether they went online 
using their own device. This may have made our 
survey results less fine grained, but we speculate 
that the short length of the survey made it more 
inviting for respondents to consent and complete 
the survey.  
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Recommendations 
What can we do to make online security more 
accessible?  
 
The following list provides a set of 
recommendations designed to initiate 
conversation about possible practical solutions. 
The list sets forth ideas that relieve the burden on 
the individual end-user and demands greater 
responsibility of policymakers, tech developers, 
and intermediary organizations like public 
libraries that support public Internet users’ access 
a vital communication resource. 
 
First, the FTC should stop giving advice that 
potentially puts public Internet users—
particularly those dependent upon public Internet 
access—in a quandary. These users should not 
have to choose between insecurity and lack of 
connectivity. Public Internet users should also 
not be led down a false path of safety. No one 
should use VPNs without adequate 
understanding of what this tool offers or what 
constitutes proper use. Just as some end users 
misinterpret tools like “Private Browsing Mode,” 
VPN use could give public Internet users a false 
sense of safety.26 
 
Instead, the FTC could consider proposing 
solutions for institutions that design and deploy 
public networks. The agency could transform its 
education campaigns to include tailored advice 
for providers of public Internet access, especially 
non-profit entities like public libraries and 
community anchor institutions committed to 
bridging the digital divide. A key component of 
its recommendations could focus on network 
design choices that make security a seamless part 
of end users’ browsing experiences. For example, 
the FTC could advise public Internet providers to 
set up networks with WPA2 encryption or 

suggest they install tools like HTTPS Everywhere 
and NoScript, which make Internet browsing and 
transactions safer and more transparent.27 In 
addition, the agency could advise public Internet 
providers to physically secure computer 
terminals, cable and USB ports, and related 
infrastructure that rogue actors could otherwise 
hijack.  
 
Second, libraries could also implement point-of-
use ways to educate patrons about online security 
and protective measures. For example, each 
computer should display a flash page when users 
log on that clearly spells out the risk of 
conducting sensitive transactions online, provides 
links to a range of resources, and displays the 
option to receive assistance from a librarian. 
More broadly, library staff could also improve 
their general knowledge and expertise about 
online security. Libraries could invest in trainings 
for personnel who work with patrons on the 
library floor and in digital literacy classes in order 
to make patrons aware of best security and 
privacy practices. These trainings could go 
beyond what is currently available, reaching 
frontline personnel, not just IT staff.28 
 
Naturally, this requires resources and policy 
attention. Libraries have no shortage of 
motivation to protect their patrons’ privacy. 
Patron privacy forms a core tenet of public library 
service.29 But they do have a shortage of funding. 
In recent years, public libraries have witnessed 
dramatic cuts in budgets, translating into fewer 
resources to handle increased demand for library 
services, including Internet access.30 The same 
budgetary constraints applies to other institutions 
that also provide public Internet access, especially 
to poorer communities.31 Under these conditions, 
libraries find themselves unable to meet patrons’ 
needs, security, privacy, or otherwise. 
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In light of this, federal agencies could do better in 
supporting services that help Internet users 
protect their privacy and security online. For 
example, The Federal Communication 
Commission’s E-rate program could better 
prioritize VPN and other security services.33 
Although the program does include security 
software on its list of supported services, they fall 
under the “Priority 2” classification, and the 
program’s limited budget results in the vast 
majority of “Priority 2” requests not receiving 
annual E-rate support.34 As the Commission 
undertakes an extensive review and 
modernization of the E-rate program, it should 
more explicitly support services that protect 
school and library Internet users, including VPN 
services, and as a result integrate greater security 
into institutions’ network planning and design. 
Ensuring that schools and libraries have adequate 
broadband capacity to meet the needs of their 
users is clearly a critical priority for the E-rate 
program. However, protecting users of those 
networks could also be considered as the program 
is reformed. 
 
Lastly, we need bigger and better investments in 
security technologies that benefit public Internet 
users. Specifically, tech developers should have 
greater incentives to make products that relieve 
end users of the burden of securing their 
personal information. Some developers aim to 
develop security products with publicly accessible 
networks in mind. For example, developers at the 
non-profit Calyx Institute are working to bundle 
security products with Internet service, so that the 

end user does not have to worry about 
subscribing to a secondary service or 
downloading particular software by him or 
herself. This will make it possible for network 
managers at libraries, for example, to get 
connectivity that offers privacy and security tools 
by default.35   
 
Currently, ventures like those at the Calyx 
Institute are the exception and not the norm. 
Creating the conditions—whether prizes, grant 
competitions, research funding, or similar 
mechanisms—to inspire the creation of quality 
products for public good will ensure that the 
promise of digital inclusion does not fall flat in 
the face of security challenges for the public 
Internet user. 
 
Ultimately, all consumers—not just public 
Internet users—stand to benefit from 
technologies that make security easier. By 
focusing attention on security in public Internet 
contexts, policymakers, practitioners, and 
developers will bring a much needed 
improvement to the user experience of a 
population that disproportionately feels the 
effects of unwanted surveillance and intrusion 
online.33 But when leaders in technology and 
public service begin to prioritize tools and 
resources that are accessible and usable, they 
signal to Internet users everywhere that personal 
cybersecurity is an important and achievable goal 
in today’s digital society. No one should have to 
face security risks when careful planning, 
policies, and preparation can lead to effective 
safeguards and the prevention of harm. 
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Appendix 
Appendix 1: Field Survey Questions 
We administered a brief paper survey consisting of 6 close-ended questions (Yes/No responses). The 
survey, available in English only, asked participants the following questions: 
1) Do you use the public computers in the Library? (YES/NO) 
2) Have you ever used the computers to fill out personal information (such as your name, birthday or social 

security number) on a website or for other secure transactions such as banking or shopping? (YES/NO) 
3) Do you use a Virtual Private Network when you log onto the computers? (YES/NO) 
4) Has the Library Staff ever talked to you about Internet Security? (YES/NO) 
5) Other than the library, do you have access to a computer? (YES/NO) 
6) Do you know what a Virtual Private Network is? (YES/NO) 
Demographic question asking their age range (18-24, 25-34, 35-44, 45-54, 55-64, 65+) 
 



 

 
 
new america foundation  page  9  

 

 

Appendix 2: Screen Shot of Tips for Using Public WiFi Networks as provided by OnGuardOnline.gov 
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Appendix 3: Tables and Charts 

Table 1. Libraries in District of Columbia surveyed in this study. 
Libraries   
 Frequency Percent 

Capitol View 12 6.3 
Deanwood 14 7.4 

Dorothy I. Height 20 10.6 
Georgetown 2 1.1 

Lamond-Riggs 27 14.3 
MLK Memorial 9 4.8 

Petworth 14 7.4 
South East 16 8.5 

South West 12 6.3 
Tenley Friendship 24 12.7 

Watha T. Daniel Shaw 12 6.3 
West End 18 9.5 

Woodridge 9 4.8 
Total 189 100 
 
 
Table 2. Survey data responses from Question 2: Have you ever used the computers to fill out personal 
information (such as your name, birthday or social security number) on a website or for other secure 
transactions such as banking or shopping?   
Fill Out Personal Information   
 Frequency Percent 

Yes 140 74.1 
No 49 25.9 

Total 189 100 
 
 
Table 3. Survey data responses from Question 3: Do you use a Virtual Private Network when you log onto 
the computers?  
Use a Virtual Private Network   
 Frequency Percent 

Yes 2 1.1 
No 187 98.9 

Total 189 100 
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Table 4. Survey data responses from Question 4: Has the Library Staff ever talked to you about Internet 
Security? (YES/NO) 
Staff Mentioning Security    
 Frequency Percent 

Yes 10 5.3 
No 179 94.7 

Total 189 100 
 
 
Table 5. Survey data responses from Question 5: Other than the library, do you have access to a computer? 
Access to Other Computers    
 Frequency Percent 

Yes 89 47.1 
No 100 52.9 

Total 189 100 
 
 
Table 6. Survey data responses from Question 6: Do you know what a Virtual Private Network is? 
Familiarity with VPN   
 Frequency Percent 

Yes 8 4.2 
No 181 95.8 

Total 189 100 
 
 
Table 7. Survey data from cross-tabulation between age and personal information 
Age * Personal Information   
 Personal Information  

Age Yes No Total 
18-24 31 4 35 

25-34 39 9 48 
35-44 38 13 51 

45-54 22 15 37 
55-64 5 2 7 

65+ 5 6 11 
Total  140 49 189 
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Table 8. Survey data from cross-tabulation between access and personal information 
Access * Personal Information   
 Personal Information  

Access Yes No Total 
Yes 85 4 89 

No 55 35 100 
Total  140 49 189 
  
 
Table 9. Survey data from cross-tabulation between age and access 
Age * Personal Information   
 Access  

Age Yes No Total 
18-24 28 7 35 

25-34 36 12 48 
35-44 14 37 51 

45-54 8 29 37 
55-64 1 6 7 

65+ 2 9 11 
Total  90 99 189 
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