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2        CYBERSECURITY INITIATIVE

When one hears the word “cyber,” it is most often 
paired with one of these words: security, threats, 
vulnerabilities, exploits, intrusions, attacks, or war.  
Indeed, the entire landscape of “cyber” is seen as 
insecure and hostile.  Attempting to make sense 
of this space, authors invoke metaphors like the 
“Wild West,”1 or something akin to public health 
safety concern,2 or they analogize it as a new type 
of “public commons” 3 like the sea or space, or as a 
“state of nature”—and with it a state of war—where 
no law governs and anarchy reigns.4  With each 
metaphor or analogy, scholars and practitioners 
suggest ways of solving problems related to 
insecurity. In the case of the Wild West, we need 
a “sheriff” to impose order. In the public health 
instance, we need a way of monitoring, responding 
and quarantining when necessary for the safety 
of others. And for the public commons, we need 
a useful way of solving collective action problems 
and resource distribution and protection. When it 
comes to war, however, we need strong capabilities 
to defend our interests and rights. 

Cybersecurity on all of these readings, however, 
becomes defined as vulnerability reduction or 
elimination.  Reducing vulnerabilities is about 
protecting oneself, building up defenses, mitigating 

risk, deterring attacks. In short, it is a notion 
of “security” that is predominantly a Western 
oriented concept tightly linked to politicization and 
militarization. As international relations scholar 
Mohammad Ayoob explains, security is seen as 
invulnerability, and invulnerability becomes 
linked to “the primacy of political variables,” for 
those political variables determine “the degree of 
security that states and regimes enjoy.”5 An object, 
thing, or person only becomes important enough to 
warrant “security” when the state recognizes one as 
threatening its security.  He notes,

Different types of vulnerability, including 
those of the economic and ecological 
varieties, become integral components of 
this definition of security only if and when 
they become acute enough to take on overtly 
political dimensions and threaten state 
boundaries, state institutions, or regime 
survival.6

Ayoob’s insights apply, in many respects, to 
cybersecurity.  The vulnerability of cyberspace, 
of infrastructures connected through information 
technologies, the intellectual property of firms, the 
fragility of a networked economy, are all items that 
must be addressed under a Comprehensive National 
Cybersecurity Initiative.   As President Obama 
explains, the United States must view the cyber 
threat as a threat to national (i.e. state) security, 
and by doing so: establish a front line of defense, 

INTRODUCTION

Much of the scholarship on cyber 
peace assumes that it is merely 
the absence of any hostile actions.
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defend against the full spectrum of threats, and 
strengthen the cybersecurity environment.7 Where 
“strengthening” the cybersecurity environment 
involves “develop[ing] strategies to deter hostile or 
malicious activity in cyberspace.”8 

Yet security is not merely about militarized defense. 
Indeed, much work from human security and peace 
studies takes a different approach to establishing 
the conditions for security and peace. Thus it is 
unfortunate that there is a dearth of scholarship and 
policy attention on the notion of cybersecurity and 
cyber peace from these other perspectives. 

It is my contention that much of the scholarship on 
cyber peace assumes that it is merely the absence 
of any hostile actions; it is a “negative” conception 
of cyber peace. Moreover, due to this negative 
conception, one that is conceptually coupled 
with a highly Westernized view of security, the 
language and posture of cybersecurity becomes 
militarized and implicitly linked to the state.  While 
it is certainly true that cyber threats to the state do 
exist, many have not materialized, and the vast 
majority affect other actors not connected or weakly 
connected to state security. Viewing cyber peace 
as negative peace, then, is insufficient to account 
for the normative and policy changes needed to 
establish a true sense of cybersecurity.

To do this, I argue that we should instead 
conceptualize cyber peace in terms of positive 
peace, and with this step think of cybersecurity 
through human security aims.  Cyber peace ought 
to be understood in terms of multiple, continuum-
like, dimensions. Doing so will enable us to move 
past circular debates, such as whether we ought 
to condone “hacking-back,” to generate new ideas 
about the meaning of cybersecurity and peace. The 
argument proceeds in three sections. 

First, I briefly lay out why the cybersecurity as 
negative peace argument fails. Second, I suggest 
that we ought to view cybersecurity from the 
perspectives of human security and positive peace. 
Human security looks to the individual as the 
appropriate referent to be secured and not the state. 
Moreover, following scholar Johan Galtung’s peace 
theory, I argue that cyber peace must be grounded 
in a conception of positive peace that eliminates 
structural forms of violence. Viewing security from 
this perspective shifts our attention to the various 
objects of security and various structures we require 
to become secure, and ultimately, more peaceful. 
Finally, I suggest some ways forward from a policy 
and behavioral perspective to bring about cyber 
peace. 

While it is certainly true that cyber threats to 
the state do exist, many have not materialized, 
and the vast majority affect other actors not 
connected or weakly connected to state security.
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As noted at the outset, much of the common 
language concerning cybersecurity links it in such 
a way that “security” is automatically militarized.  
This militarization takes place at two levels.  The 
first is semantic.  We hear that cyber defense is too 
difficult because one cannot adequately defend all 
possible attack entry points, and that cyber “favors 
the offense.”  If one is not experiencing a cyber 
attack, if one is not “in hostilities” as it were, then 
one is at peace. Here, the discourse is to protect our 
“networks” or “systems” or “critical infrastructure” 
by keeping others out of them. One accomplishes 
this by way of deterrence.9 The deterrence model, for 
better or worse, gets held up as the ideal strategy. 
Perhaps this is due to the fact that it is impossible 
to defend against every attack vector, or perhaps 
it is a holdover from Cold War thinking. Security, 
then, is when nothing happens, and this type of 
semantic sleight of hand lends itself to the negative 
peace construct. Of course, though, we ignore that 
something is almost always happening.10

The second avenue by which cybersecurity 
becomes militarized is more subtle.  Here we see 
the discourse of “national security interests” and 
“threats to national security.”11   Cybersecurity, it is 
said, is a national security interest.  This is certainly 
true, as most cyber attacks affect individuals, firms, 
and corporations, and these actors make up the 

thing we call the “nation.”12  Attacks against these 
agents are overwhelmingly forms of cybercrime or 
acts of “hactivism.”13

The problem, however, arises when one asks about 
what to do about “threats” to “national security.”  In 
other words, what is the way to mitigate a national 
security threat?  The principal actor in this equation 
is the state.  As Georg SØrensen explains, “states 
constitute the primary nexus when it comes to 
security for individuals and groups.”14  Thus when 
a threat becomes a “national security threat” the 
agent or actor to address that threat is traditionally 
thought of as the state. While some might want to 
separate state security from national security, the 
two are conceptually and practically linked.  

CYBERSECURITY AS A  
NEGATIVE PEACE

The trouble with viewing 
cybersecurity as a national 
security issue is that the state 
cannot effectively protect the 
rights and property of its citizens 
due to the externality of the threat 
and a lack of cooperation from 
other states.
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State security is, to be sure, about maintaining 
territorial integrity and state sovereignty, the 
two internationally recognized state rights.  This 
Westphalian construct undergirds the entire 
international legal system.  Yet what we mean by 
“sovereignty” is by no means clear.  Sovereignty 
is about the ability of a state to govern itself, to be 
the supreme power, and to be the source of the rule 
of law. If something threatens a state’s capacity 
to govern, or sets itself up as an equal, there is a 
problem. What is more, when there are “attacks” 
against individuals or groups within a state, it has 
three avenues with which to secure the rights of its 
citizens.

First, a state can utilize its internal juridical 
institutions.  If a criminal act takes place within 
its jurisdiction, then it may prosecute and punish 
wrongdoers.  These mechanisms seek to maintain 
and reestablish justice.  Cyber attacks, which 
are seen as criminal in nature, cannot be said to 
threaten a state’s national security on this account, 
for if they did, the state would be unable to uphold 
the rule of law in regards to those criminal acts.  

Second, a state can seek cooperation internationally 
when criminal acts are perpetrated against its 
citizens but the state lacks jurisdiction to hold 
those guilty accountable.  International law, treaties 
and cooperative agreements can help a state to 
seek remedy. In these cases, we begin to see the 
emergence of something unique: the mapping of 
state and national security.  While we may want 
to draw a conceptual distinction between the two 
types of “security,” in this instance (and in others) 
the state acts as the principal agent in seeking 
redress, and it is also seen as being the victim in 
need of redress.  For example, if a criminal gang 
in another country perpetrates a cyber attack 
on a U.S. firm, and the host country refuses to 
cooperate with the United States in law enforcement 
activities, we say that both the firm and the United 
States is wronged.  However, the victim state’s 
security is clearly not at risk.  If it were, the attack 
would extend beyond mere criminality to an act 
of war (or “armed attack” or a “use of force,” or 
something that threatens a state’s rights and gives it 

permission to act in self-defense). Rather, we would 
say that the victim state may have legitimate cause 
to initiate countermeasures or retorsions against the 
other (host) state.

Finally, there is the option of armed hostilities.   If 
a state’s rights are violated, and by definition its 
national security too, then the state has recourse to 
self-defense.  In international law, this is of course 
when a state has suffered an armed attack, but 
given that most cyber attacks (that we are publicly 
aware of) do not rise to the level of an armed attack, 
then a state cannot say that its rights are being 
violated.  

The trouble with viewing cybersecurity as a 
national security issue while simultaneously 
wanting to separate it from state security (and thus 
militarization), is that the state cannot effectively 
protect the rights and property of its citizens 
due to the externality of the threat and a lack of 
cooperation from other states. The Westphalian 
model of state as principal assumes that national 
security boils down to “protecting the components 
of the state from outside threat and interference.  
The idea of the state, its institutions, its territory 
will all be clearly defined and stable in their own 
right.”15  Indeed, “the link between national security 
at the level of the state and individual and group 
security ought to be clear: ‘the creation of stronger 
states is a necessary condition for both individual 
and national security.’”16  What is more, permitting 
individuals within the state to enforce their rights 
without the sanction of the state generates a 
tension between the public rule of law and private 
enforcement.  

It is no surprise, then, that many frame the solution 
to the cybersecurity problem as peace through legal 
governance.  In what became known as the Erice 
Declaration, the World Federation of Scientists 
advocated for six principles for “achieving and 
maintaining cyber stability and peace.” All but one 
look to top-down governance.  Yet by framing the 
issue this way, the Scientists discount problems 
associated with unjust social structures, as well as 
the unsatisfactory nature of the entire international 
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legal framework.  For governance, international 
law will prove unsatisfactory because it is either 
based on custom (that is, what states already do), 
or consent (through treaties).  Problems associated 
with cybersecurity, however, have not been solved 
through state practice, and few treaties exist on 
cybersecurity.  Those that do tend to be between 
like-minded states, not between states that are 
adversarial at the outset.  Moreover, even if states 
were to agree on a “common code of conduct” and 
a “harmonized global legal framework” this in no 
way entails that enforcement of such a code would 
result. International law is, for all intents and 
purposes, about self-enforcement. 

Even the International Telecommunication Union 
(ITU) frames the discussion as risk and threat 
mitigation, where cyber peace is the opposite of 
cyber war.  To achieve cyber peace for them is to 
institute a “legal framework.”17,18 What is more, the 
ITU is true to the traditional top-down governance 
vs. private enforcement model, encouraging 
“preventive self-defense,” and when appropriate 
“active self-defense,” when those governance 
structures are lacking.19

Scott Shackelford’s more recent attempt to escape 
from the top-down governance model falls victim to 
the same loop, however.  Arguing that “polycentric 
governance” can help to “manage” cyberspace 
by embracing “self-regulation and bottom up-
initiatives,” he relies on a conceptual framework 
that is ill-suited to the cyber problem.20  While 
we should praise his insistence that cyber peace 
would need “multi-stakeholder governance to 
foster collaboration across multiple regulatory 
scales, as well as…[emphasizing] targeted measures 
to address global collective action problems,” 

he fails to see that the “polycentric” approach is 
only applicable to a very small number of cases 
related to resource scarcity and public commons.21 
Ostrom’s theory of polycentric governance, on 
which Shackelford builds his argument, assumes 
a bounded community or “society,” identifiable 
and measurable resource scarcity and individual 
need, and the power of existing societal norms.22 
Cyberspace, however, lacks all of these features. 

Indeed, one of the most problematic features of 
using the polycentric approach to the problem 
of generating cyber peace is that there must be 
a society with existing norms of behavior within 
the group. Indeed, these existing norms must 
be constantly reinforced through interpersonal 
interaction.23 Human beings are inherently able to 
learn and adapt to norms of behavior, and norms 
within a group play powerful roles in shaping 
individual and group behavior.24 Yet cyberspace 
is one of the few areas where anonymity is the 
rule rather than the exception, and this face-less 
interaction would frustrate and work at cross 
purposes to norm formation.25

The top-down governance solution posited by the 
likes of the Scientists, the ITU and other scholars, 
contributes to the acceptance of cybersecurity 
as negative peace.  To see this more clearly, we 
need only accept the idea that (cyber)security is 
gained through dominance, typically due to the 
establishment of a legitimate monopoly of coercive 
power to enforce laws internally and the ability to 
deter external aggression from other states.  In the 
first instance, the state’s power keeps order under 
the rule of law; in the second instance, the state’s 
military and economic power allow it to make war.  
International law is merely the consent of states 
acting as they desire to act (consent or practice), 
and when there is dispute between states, they 
retain the right of self-defense (i.e. war).  Peace 
boils down to the impoverished idea of “no war”–
internally or otherwise.

Yet given that many of the problems associated with 
cybersecurity have nothing to do with establishing 
the rule of law, as we already live within states 

We must coherently link securing 
cyberspace with securing the 
state, but also have a broad 
understanding of the boundaries 
of cyberspace.
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under the rule of law, we are left with a myopic view 
that to be secure is to ensure enough power and 
capability to “offset” any potential aggressor or win 
any confrontation.26 Security is thought of as a zero-
sum game, whereby one agent’s gain is another’s 
loss. However, due to the nature of cyberspace, the 
attempt to gain dominance comes at the cost of 
insecurity for all others. As Myriam Dunn Cavelty 
explains, “actions geared toward gaining more 
[cyber] security are (directly and indirectly) to blame 
for making both the virtual but also, by implication, 
the real world less and not more secure.”27 Instead 
of coming to a more robust understanding of 
security, and thus peace, one is caught in a vicious 
cycle of defense, development, exploit, defense, 
development, exploit.  As negative peace is defined 
as the absence of hostilities, negative cyber peace is 
the absence of cyber attacks. Cybersecurity becomes 

conceptually linked with state security in an odd 
and ill-fitting way, one where any relative gain in 
security actually becomes an absolute loss overall.

To move forward, I suggest that we think beyond 
top-down governance and militarized notions 
of security.  We ought to be aware of the unique 
characteristics of cyberspace and how applying 
other governance solutions may or may not work 
given these features.  To do this, I argue that 
we must coherently link securing cyberspace 
with securing the state, but also have a broad 
understanding of the boundaries of cyberspace. In 
short, we need to know what cyberspace is, what 
objects constitute it, who plays inside of it or acts 
through it, or who attempts to gain or establish 
power over others and by which means.

RETHINKING CYBERSECURITY: 
HUMAN SECURITY AND 

POSITIVE PEACE

If we are to move past the zero-sum nature of 
present viewpoints about cybersecurity—and thus 
cyber peace—we must stop framing the problem 
as one of cyber insecurity and negative peace. As 
Alexander Wendt famously noted, “anarchy is 
what states make of it,” meaning that the concept 
of anarchy is not a given. How actors construct 
concepts influences how they will act (and react). 
Cyber, like anarchy, is a concept. Humans construct 

it, both physically and conceptually, and so we 
should think of it in Wendtian terms.

First, we should reframe the cybersecurity 
discussion along human security lines. As the 
previous section argued, cybersecurity is beyond 
state security.  It is beyond state security because 
cyberspace and cyber vulnerabilities challenge the 
traditional state-as-solution paradigm. Since the 
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state-as-solution paradigm does not work, we ought 
to question why we tend to attempt to take the 
state as object of security.  I suggest that we ought 
to rather look to the correct referents of security: 
individuals. Human security looks to those acts that 
threaten an individual’s safety. As conceptualized 
in the human security literature, such acts can 
come from two directions: violent and nonviolent 
threats.28 In short, human security is seen as a 
conflict and development system that endeavors to 
secure the individual both from fear and from want.

Second, we should also adopt a positive peace 
framework. Johan Galtung’s theory of positive peace 
engendered the field of “peace and conflict studies” 
or the study of “conditions of peace work.”29 Galtung 
set out to understand the conceptual and empirical 
underpinnings of existing peaceful societies and 
peacebuilding. His theory, and its subsequent 
practical adaptation, can be a heuristic with which 
to view cybersecurity and cyber peace. 

From the theoretical standpoint, Galtung’s theory 
of peace is premised on the fact that peace is the 
absence of violence. However, his construction of 
violence is nuanced. Instead of violence being a 
narrow concept of physical or lethal harm, he notes 
that violence is far more than bodily incapacitation, 
“or deprivation of health… at the hands of an 
actor who intends this to be the consequence.” To 
Galtung, “If this were all violence is about, and 
peace is seen as its negation,” then we ignore too 
many other facets of violence to hold peace up “as 
an ideal.”30

On his account, he identifies six dimensions of 
violence: physical and psychological; negative vs. 
positive influence; object oriented; direct/personal 
vs. indirect/structural; intended vs. unintended; 
and potential vs. latent.31 

Violence, then, may happen between individuals, 
between structures and individuals or even between 
structures. It does not merely focus on a human 
agent, but also includes objects, as well as physical 
and psychological states. Thus on Galtung’s 
account, “peace as the absence of violence” 

comes in two distinct forms: negative peace and 
positive peace. Negative peace is the absence of 
direct personal violence. Positive peace, however, 
is the absence of structural violence. Achieving 
positive peace, then, is to change the social 
structure that enables stratification, inequality, and 
disequilibrium. It is a more robust concept than the 
absence of individuals directly harming each other 
physically or mentally.

From a cybersecurity perspective, both the human 
security and positive peace frameworks give us 
better purchase on establishing cybersecurity 
in hopes for cyber peace. This is so because 
cybersecurity goes beyond and is broader than 
the notion of violence as bodily harm. Indeed, 
arguments that posit cyber “war” will never take 
place because war is fundamentally of “violent 
character,” where violence is “always potentially or 
actually lethal,” has too narrow a focus.32 Beyond 
overly restricting what counts as an act of war, it 
misses the entire scope of coercive and violent acts 
that can happen to individuals via cyber means.

Thus it makes sense to locate the principal referent 
of security not with the state, but with those agents 
who act in and through cyberspace. Indeed, as 
Dunn Cavelty argues, we ought to instead look to 
how individual citizens can be secured through the 
reduction of vulnerabilities in cyberspace.33  For her, 
even an over emphasis on securing technological 
systems or “critical infrastructure” is unbalanced 
and not a true “public good” because even this 
vision of cybersecurity “mainly benefits the few 
and already powerful entities and has no or even 
negative affects for the rest [of us].”34  

Taking the human as the value base for all 
other potential rights claims, means then that 
we must show how the other objects of security 
are adequately connected to the human. What 
might be these secondary objects to secure?  We 
have information/data, property/infrastructure, 
functionality, and even artificial agents. Each is 
connected to the human life in some way that gives 
meaning or value to human life.35 However, “human 
life” can be divided into two distinct categories: 
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that of an individual person and her wellbeing; and 
that of the society necessary to sustain her human 
life. This latter category would of course encompass 

claims the state has to defense against threats 
towards “national security,” but those claims are 
grounded in individual agent’s rights and lives.36 

Dimension of Violence Meaning Example

Physical vs. 

Psychological Violence

Physical: “violence that works on the body”—
human beings are hurt somatically to the point 
of killing.
Psychological: “violence that works on the 
soul”—humans are hurt to the extent that there 
is a decrease in their mental capacities

Physical: detention, hurting, 
maiming, killing
Psychological: through 
things like indoctrination, lies, 
brainwashing, threats.

Negative vs. Positive 

Influence
Negative: influence by punishment 
Positive: influence by reward 

Negative: Cutting off of hands for 
stealing
Positive: Bribery

Object: Truncated 

Violence

Threats or destruction of objects subclass of 
violence because of the psychological effects 
on persons equals violent acts.

Threats of violence; displays of 
weapons testing; destruction of 
property

Subject/Agent Acting: 
direct/personal vs. 
indirect/structural

Direct/Personal: a person commits acts of 
violence against another.
Indirect/Structural: no direct person commits 
acts of violence, but violence is built into the 
structure (social, institutional, regulatory) as 
“social injustice;” repression

Direct/Personal: Any agent that 
directly commits a violent act 
against another
Indirect Structural: The entire 
structure begets violence; e.g., 
Jim Crow laws; slavery; sexism

Intended vs. Unintended
Intent: requiring an agent to intend violent act 
will miss structural violence. Intent matters, but 
is not a necessary feature for violence.

Intent: Requiring “intent” from an 
individual will make systematic 
racism not deemed violent.
Unintended: Requiring no intent 
would mean including too much 
in the definition.

Manifest vs. Latent

Manifest: violence that is observable (though it 

need not be directly due to potential violence)

Latent: Unstable situations where violence may 

readily and easily come about due to instability.

Manifest: Police brutality against 

African Americans 

Latent: civil resistance 

movements

Source: Galtung, Johan. “Violence, Peace and Peace Research” Journal of Peace Research, Vol 6:3 (1969):168.

Table 1

Galtung’s Six Dimensions
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The potential actors that may threaten any one 
of these entities are: humans, artificial agents, 
corporations, non-state actors, states, and the 
structure of cyberspace itself. In short, they 
are persons and structures. In any one of these 
potential combinations, insecurity—in and out of 
cyberspace—can occur due to vulnerabilities in 
networks, computers, software, hardware, data, 
the objects they are connected to, or the actions 
or practices of individuals utilizing any of these 
objects.  Additionally, how we attempt to achieve 
security in any one of these areas also requires a 
forward looking attitude towards the very goals of 
security: peace. 

Cyber peace is the end state of cybersecurity. Yet 
it is not a mere absence of attacks, rather it is a 
more robust notion about the very conditions 
for security. Working from Galtung’s framework 
allows us to include more facets of violence, and 
so it is more amenable to understanding cyber 
threats. The opposite side of this coin, then, is that 
his framework can also help us to understand the 
necessary defenses to make individuals more secure 
against forms of cyber violence. 

Cybersecurity, then, is a continuum. At one end is 
complete insecurity—a state of war; and at another 

end is complete security—a state of cyber peace. 
Along this continuum many different types of 
violence can occur, to many different subjects and 
objects. Taking the six dimensions of violence, then 
we can unpack what they might be in the cyber 
context. This construct is merely one way of viewing 
violence through cyber means and in cyberspace, it 
is not meant to be exhaustive:

Looking then at the various ways one can be subject 
to violence, and what a cyber counterpart might 
be, we can begin to identify ways at mitigating or 
eliminating those forms of violence. We can also 
see how in the cyber domain negative peace can 
only be achieved once positive peace has come 
about. In other words, the structure of cyberspace 
permits the types of insecurities that allow an 
agent to exploit a vulnerability in an object that 
is either directly connected to the human body 
for life sustaining or life enhancing purposes or 
exploit a vulnerability in the insecurity of protocols, 
architectural vulnerabilities in the Internet, 
programming errors, or by utilizing malicious code 
to cause psychological violence. Structural violence 
in cyberspace is a necessary condition for personal 
cyber violence to exist. 

Cybersecurity, then, is a continuum. At one end 
is complete insecurity—a state of war; and at 
another end is complete security—a state of cyber 
peace. Along this continuum many different types 
of violence can occur, to many different subjects 
and objects.
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Dimension of Violence Meaning Cyber Context

Physical vs. 

Psychological Violence

Physical: “violence that works on the body”—
human beings are hurt somatically to the 
point of killing.
Psychological: “violence that works on the 
soul”—humans are hurt to the extent that 
there is a decrease in their mental capacities

Physical: Direct hacking of a device 
connected to the human body for life 
sustaining or enhancing purposes 
(e.g., a pacemaker, a cochlear 
implant, prosthetic limb, neural 
implant)
Psychological: Cybercrime, cyber 
terrorism, cyberwar,* cyber espionage

Negative vs. Positive 

Influence
Negative: influence by punishment 
Positive: influence by reward 

Negative: Doxing37

Positive: Bribery

Object: Truncated 

Violence

Threats or destruction of objects subclass 
of violence because of the psychological 
effects on persons equals violent acts.

Destruction or manipulation of data, 
software, hardware, firmware, or any 
object regulated by the above.

Subject/Agent Acting: 
direct/personal vs. 
indirect/structural

Direct/Personal: a person commits acts of 
violence against another.
Indirect/Structural: no direct person 
commits acts of violence, but violence is 
built into the structure (social, institutional, 
regulatory) as “social injustice;” repression

Direct/Personal: Any agent that 
directly commits a malicious act 
using cyber means against another
Indirect Structural: The entire 
structure of cyberspace as insecure, 
and the continued fight by structural 
agents (states, institutions, 
corporations) to keep it this way.

Intended vs. Unintended

Intent: requiring an agent to intend violent 
act will miss structural violence. Intent 
matters, but is not a necessary feature for 
violence.

Intent: Those agents who engage in 
malicious cyber activities.
Unintended: The acquiescence to the 
insecure cyber environment.

Manifest vs. Latent

Manifest: violence that is observable (though 

it need not be directly due to potential 

violence)

Latent: Unstable situations where violence 

may readily and easily come about due to 

instability.

Manifest: Observable intrusion or 

attack 

Latent: The entire structure of 

cyberspace

Source: Author.

Table 2

Dimensions of Cyber Violence
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Let’s begin with the “wedding cake” approach to 
cyberspace.  Martin Libicki’s notion of cyberspace 
has three distinct “layers:” the physical; the 
syntactic; and the semantic.38 The physical layer 
consists of the physical infrastructure, things such 
as undersea cables, satellites, one’s computer, 
and even cellphone towers. This forms the bottom 
layer.  The syntactic layer, “contains the instructions 
that designers and users give the machine and the 
protocols through which machines interact with 
one another—device recognition, packet framing, 
addressing, routing, document formatting, database 
manipulation, etc.”39 The syntactic layer resides, 
in a sense, on top of the physical layer.  Finally, 
the semantic layer is the “topmost” layer, and 
it “contains the information that the machine 
contains,” such as the word document that I am 
now writing or my email or contacts list.40 This 
data, however, only makes sense to us because it 
is “encoded in natural,” as opposed to computer, 
language. Thus one imagine cyberspace like a 
wedding cake: the bottom layer consists in physical 
objects; the second layer in software, internet 
protocols and the like; and the top layer is the 
content.41 Cybersecurity, then, secures each of these 
layers and the components that comprise them.42 

Additionally, we need to extend this model to 
include human (and nonhuman) agents as objects 
of security connected to cyberspace. While I do 
not really act “in” cyberspace, I can act “on” the 
physical layer, such as cutting undersea cables or 

demobilizing a satellite, and I can act “through” 
cyberspace. Cyberspace, like a waterway, is merely 
a route or way for my ideas, intentions, and actions 
to manifest themselves.43 Moreover, from the human 
perspective, cybersecurity is as much a practice—
like the oft touted “cyber hygiene” mantra—of 
individuals interacting with various technologies, 
ms or data.44

Artificial agents, however, can act “in” cyberspace. 
Depending upon the type of agent, they can learn, 
be goal oriented, be simple reflex agents that act 
only on specific met conditions, or model-based 
agents that can model what the end result might 
be if the agent acts on specific conditions.45 They 
reside in cyberspace, where humans do not. These 
agents may too be deserving of security. Identifying 
the scope of cyberspace, as well as the objects and 
agents to be secured in and through it is vital, for 
as Betz and Stevens explain, “what we decide to 
include or exclude from cyberspace has significant 
implications for the operations of power.”46 This 
is because even the act of defining what or who is 
in and what or who is out is itself an act of power.  
And power always is a relational concept between 
agents.47 

Viewing the cyber landscape from this vantage 
point, we see that it encompasses both vertical as 
well as horizontal dimensions.  Each structure, 
agent, and content has meaning and is vulnerable 
in some way, and each must be secured through 

THE WAY FORWARD



13Cyber Peace: Cybersecurity Through the Lens of Positive Peace

different means.  For instance, securing the 
physical layer might mean that agents should 
stop tapping into fiber-optic cables,48 or routers,49 
or perhaps installing malware on computers.50 Or 
to secure the syntactic layer, we need to secure 
the logical infrastructure, such as the Transport 
Control Protocol (TCP), the Internet Protocol 
(IP), the Domain Name System (DNS), the Border 
Gateway Protocol for routers, Secure Shell (SSH) 
and Hypertext Transfer Protocol Secure (HTTPS). 
While it is beyond the scope of this paper to do an 
in depth analysis of all of the vulnerabilities with 
the various existing protocols, some of their widely 
known problems include: untrustworthy certificate 
issuing authorities, stealing credentials, spoofing 
one’s location, forging IP packets, outrunning or 
tricking the DNS to lead to a false webpage, inability 
to verify updates, or network overloading.51 For the 
semantic layer we should look at greater encryption, 
as well as possess a better ability to track and 
control the “shed” of our data. For even open source 
information may leave one vulnerable to social 
engineering or other types of attacks, such as spear-
phishing. 

Moreover, it is often the case that governments 
purposefully frustrate the abilities of software 
and hardware developers to develop secure 
technologies. Indeed governments actively attempt 
to break encryption methods,52 install backdoors,53 
hack cybersecurity software,54 and tamper with 
hardware that will corrupt an end product (through 
the supply chain.)55 Often, their rationale is based 
on the national/state-security paradigm outlined 
before. Individual security must be overridden 
to protect national security, and the state must 
do the overriding. Except, it is unclear whether 
and to what extent any states can actually protect 

national security given the multitude of players, 
private industry’s monopoly on information 
communication technologies, and their own poor 
record of protecting their networks.

While I have suggested that the present focus on 
top-down international governance is not sufficient 
as a way forward, this is not to say that there are no 
useful ideas that we can garner from the traditional 
top-down approach.  By looking at how positive 
peace is operationalized in the social sciences, 
we can see which mechanisms support peaceful 
societies and those that do not. We might then, be 
able to look for counterparts to these mechanisms in 
the cyber context. If there is no existing counterpart, 
then we might desire to stop and ask whether this 
particular device is a necessary condition for cyber 
peace. From the policy side of things, it may help 
to shape behavior or drive various actors towards 
forming those necessary conditions. 

Empirically, we have ample research and evidence 
about which factors influence peace, as well as 
make societies more resilient when faced with 
security challenges.56 The Institute for Economics 
and Peace identifies eight “pillars” that affect 
peace and resilience to violence or grievances in 
societies.57 For simplicity, I have restructured their 
findings into four necessary factors for positive 
peace: a society, trust, governance, and the free flow 
of information.

At bottom, one must be able to identify the society 
in which one interacts. One must be able to 
identify who is in one’s group and who is not. The 
heterogeneity or homogeneity of the group may 
affect its cohesion, but of paramount importance 
is the demarcation of boundaries. When it comes 
to cyberspace, we may want to demarcate those 
boundaries as those which map on to sovereign 
state territories, or we may choose to do so 
regionally. What is important is that the group has 
membership features. Much like Ostrom’s cases in 
polycentric governance, one must start from the 
assumption of a collective.

By looking at how positive peace 
is operationalized in the social 
sciences, we can see which 
mechanisms support peaceful 
societies and those that do not.
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Second is the topic of trust. One must have trust 
in one’s institutions, such as one’s government, 
one’s business environment, and other individuals 
within one’s community for peace to flourish.58 If 
one is subjected to rampant corruption, political 
instability, and no way to resolve one’s grievances, 
then one cannot be said to have much “trust” in 
anything.  The problem for cybersecurity, however, 
is that we are uncertain what “trust” really means. 
We can be said to “trust” in infrastructure, personal 
agents, potential partners, informational sources, 
or in authorities.59 Moreover, we smuggle in all 
different meanings of “trust” when we use this term. 
For instance we speak about reliability, verifiability, 
confidence, certainty, cooperation, or particular 
mental states.60 Yet we in no way systematically use 
this term or make explicit what we mean by it when 
we reference trust and cybersecurity. Moreover, we 
lack an ability to have any purchase on distrust in 
cyberspace.61 

Governance is also a key feature for positive peace, 
but it is not governance for governance’s sake. 
While I have certainly been critical of previous 
attempts at defining or outlining cyber peace for 
their excessive focus on top-down governance, it 
is still a necessary feature. Yet it must be a socially 
just form of governance: a society with public, 
identifiable rules of law, adjudicated by a neutral 
judge, and enforced equitably across society. 
Moreover, equality before the law is also crucial for 
individuals to feel secure in their ability to resolve 
differences.

Beyond the rule of law, however, corruption and 
large gaps between the rich and the poor exacerbate 
the ability for various other institutions and regimes 
to govern. The inability to attain an education, 
for instance, or receive adequate nutrition will 
adversely affect a society’s ability to remain 
peaceful. Moreover, the free flow of information, 
such as freedom of the press or an open Internet, is 
positively associated with more peaceful societies. 

The top-down approach to peace is only one 
aspect, however.  All agents who act in and through 
cyberspace can do their part to help make it, 
and the individuals affected by it, secure.   While 
states may be able to negotiate treaties, enact 
law, or even bolster particular technologies, firms 
and individuals also play an important part.  The 
creation of new and more secure protocols, for 
example, would help in many areas, or the creation 
of international nongovernmental organizations 
devoted to ameliorating causes of structural cyber 
violence, would also be a way forward. 

Thus, mapping the positive peace framework onto 
cybersecurity, and thus cyber peace, is no easy task.  
There are many difficulties that must be addressed; 
however, if what we know—both theoretically and 
empirically—about peace holds, then we ought 
to utilize these findings in our prescriptions for 
achieving cyber peace.  Difficulties notwithstanding, 
the ideal is still something we can attempt to 
achieve.

The problem for cybersecurity is that we are 
uncertain what “trust” really means...We in no 
way systematically use this term or make explicit 
what we mean by it.
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CONCLUSION

Using the notion of “security,” which is 
predominantly Western-oriented and coupled with 
politicization and militarization, is unhelpful to 
achieve cybersecurity.  Cybersecurity discourse as 
a national security threat, whereby the state is the 
agent who addresses this threat is false.  While there 
are certainly vulnerabilities abound, the top-down, 
Westphalian model, cannot fully help us here.  
Indeed, it risks privileging particular policy models, 
discourses, resource allocation, and behaviors.  
In so doing, it fails to address the plurality of 
vulnerabilities and thus vulnerable individuals.

Instead of relying on the negative peace concept of 
cybersecurity, where security is the mere absence 
of attack (or in Galtung’s words “interpersonal 
violence”), I argue that we should look to the two 
different frameworks to guide our understanding of 
cybersecurity: human security and positive peace.  
The human security framework rejects taking the 
state as the object of security and instead locates 
security with the individual person.  Cybersecurity 
is yet another dimension of securing the individual. 

Moreover, part of securing the individual is 
understanding what makes her insecure.  It is here, 
with Galtung’s work on peace, that we can utilize 
his discussion of interpersonal and structural 

violence.  Using Galtung’s theory as a foil for 
cybersecurity issues, we can begin to map out 
how to achieve positive cyber peace.  By achieving 
positive cyber peace and eliminating forms of 
structural cyber violence, we will remedy many 
of the problems seen as intractable today.  Thus 
instead of finding yet another analogy for what 
cyberspace is “like,” or debating about how far 
individuals or firms can “hack back,” we ought 
to examine the very structure of cyberspace, the 
types of violence that can occur within and through 
cyberspace, and begin to address those problems at 
the source.  

Cyber peace is achievable.  There are technological 
solutions to particular problems, for we created 
the technology.  Moreover, there are diplomatic 
solutions to particular problems, if international 
actors would see past narrow self-interest.  Finally, 
there are human solutions to human problems.   
Peace is not an unattainable goal; it is rather a 
negotiation between the rights, lives, wellbeing and 
security of each individual in relation to all others.  
It is not a “hard won battle,” for then it would be 
an imposition of another’s will upon someone else, 
and this is not peace but victory.  Cybersecurity and 
cyber peace are two sides of the same coin, and as 
such must be sought together.
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