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Artificial Intelligence (AI) is poised to transform 
society with impacts as far-reaching and profound 
as electricity or the internal combustion engine. 
Policymakers have a limited window within which 
to grapple with foundational policy challenges 
posed by the first general purpose technology of the 
21st century. This task is complicated by the fact that 
AI will impact almost every facet of our economy 
and society—including areas as diverse as financial 
planning, policing, elections, manufacturing, and 
transportation. 

AI’s role in our economy and society will cross 
borders. It is therefore necessary to advance 
a policy discussion that extends beyond 
individual countries’ domestic policy concerns. 
This policy research roadmap examines these 
cross-border dynamics in the context of the U.S.-
German technology, trade, social, and economic 
relationship. Both the U.S. and Germany are highly 
industrialized countries striving to understand 
the impact of digitalization and new forms of data 
analytics. The emergence of AI as an integral part 
of the twenty-first century economy will no doubt 
have significant implications for the U.S.-German 
cultural, political and economic relationship. 
Policymakers in both countries will confront these 
challenges within distinct social, cultural, and 
legal settings. Under U.S. and German law there 
will be differing rules and expectations regarding 
aggregation, storage, and utilization of data feeding 

into new AI-based frameworks. The utilization of AI-
based technologies will also differ based on factors 
ranging from demographics to economic structure. 

To better understand areas in which transatlantic 
policymakers can collaborate on understanding key 
policy issues in the field of AI, New America and the 
German Embassy in Washington, D.C. held a joint 
workshop to roadmap critical research areas related 
to artificial intelligence. The workshop brought 
together a diverse range of participants from 
academia, government, industry representatives, 
and think tanks to discuss questions related to the 
policy, social, and technological implications of AI 
across society. The scope was policies that provide 
a framework to enable socially beneficial uses of AI 
between now and 2035. 

Some of the key insights and questions highlighted 
by participants are summarized below.

INTRODUCTION

This policy research roadmap 
examines cross-border dynamics 
in the context of the U.S.-German 
technology, trade, social,and 
economic relationship.
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Allowing computers to make decisions that 
would previously have been overseen by human 
beings poses a number of challenges—none more 
fundamental than ensuring basic safety. Not only 
does AI impact the security of communications 
and financial systems, but integration between AI 
and robotics will increasingly lead to new safety 
challenges in the physical world. Some key topics 
and questions for research are included below. 

How do we classify the threat levels associated 
with various AI technologies? 

What approach should we use when trying to 
understand the relative dangers/threat levels 
associated with AI? Should threats be separated into 
physical, financial, privacy, and other categories? 
Will it be sufficient to extend existing cybersecurity 
risk assessment frameworks (such as the NIST 
approach to Industrial Control System Security1) or 
is an entirely new framework required? An example 
of a similar schema is the U.S. Department of 
Transportation automation levels for autonomous 
vehicles or the “Strategy for Autonomous and 
Connected Driving” of the German Federal 
Government. 

Are there any areas/activities in which AI should 
be prohibited or restricted? 

There are precedents for emerging technologies that 
pose particular dangers to be restricted, including 
nuclear/chemical/biological weapons and human 
cloning. Does AI pose dangers in any specific areas 
that would justify such restrictions?2 

Can we create fail-safe safety mechanisms for AI?

Air gaps provide a physical mechanism to isolate 
sensitive information technology systems from 
hacking. Would similar hardware solutions be 
effective for ensuring the safety of AI and intelligent 
robotics (e.g. physical dongles)? If so, should they 
be adopted as best practice? 

How should geo-fencing be utilized by regulators?

As a response to airspace restrictions, some drone 
manufacturers have implemented “geo-fencing,” 
such that their products cannot operate in certain 
geographical locations. Is this a viable safety 
measure for other forms of AI that control movable 
systems (cars, trucks, etc.)? How reliable can geo-
fenced systems be made in practice? (See Sen. 

SAFETY (PHYSICAL SAFETY, 
CYBERSECURITY, ETC.)
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Schumer’s support for Federal Aviation Agency 
(FAA) efforts to mandate geo-fencing of aerial 
drones.)3 

Can the United States and Germany develop a 
common agenda around testing and validation for 
autonomous robots? 

Autonomous vehicles are one example of an 
emerging AI-governed robotics technology that will 

need to be regulated. How can the United States and 
Germany collaborate on setting standards for this 
and other AI-enabled robotics technologies as they 
arise? What would harmonized testing methods be 
based on?4  One potential platform for collaboration 
is Germany’s “Digital Testbed Autobahn,” which the 
German federal Government has established on the 
A9 autobahn as a testing ground for autonomous 
vehicles and other emerging technologies.

LEGAL/POLICY

Legal frameworks that govern commerce, criminal 
law and liability in and between advanced 
economies have developed over the course of 
millennia and are enormously complex. These rules 
generally assume the presence of a human being 
who can be held responsible for actions that impact 
society. The advent of AI-based decision-making 
poses a host of questions for this approach to law 
and policy including the following: 

How do the distinct approaches to technological 
deployment and development affect U.S. and 
German needs for AI regulation?

In the United States there appears to be a decided 
preference toward first implementing emerging 
technologies and then developing regulatory 
frameworks for them. In Germany, regulation often 
precedes implementation. What are the implications 
of this difference for industry development? 

What are the different challenges associated 
with the industrial structures of Germany and the 
United States?

Germany’s heavy economic emphasis on 
manufacturing implies that its focus should be on 
preparing industries and workers for incorporating 
AI into existing manufacturing systems. In the 
United States, large-scale deindustrialization 
implies the possibility of recapturing jobs 
from low wage countries. In some cases such 
reindustrialization is occurring in Germany as well 
(e.g. creation of local production sites by Adidas). 

How can we use existing regulatory function to 
encourage positive path dependencies?

Like politics, the ultimate shape of a technology is 
often dictated by historical chance. Historians and 
political scientists call these developments “path 
dependences.” Are there positive path dependencies 
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in AI that we can encourage through existing 
institutional structures?

Do we require new regulatory structures to deal 
with regulating AI-enabled industries? 

Existing regulatory frameworks were not designed 
to deal with the advent of AI. For instance, decisions 
made by AI systems are difficult to trace back to 
individuals, making responsibility for the outcomes 
unclear. AI’s technical complexity also makes 
it imperative that regulatory institutions have 
sufficient technical capacity to understand key 
issues. What are the possible avenues for addressing 
this shortfall in institutional capacity? Do we need 
new institutions?5 

How to engage multi-country coalitions for AI 
development?

AI will have profound implications for safety, 
ethics, environment, and distribution of wealth. It 

is desirable that countries establish standards that 
promote shared values, economic, and social goals. 

Compare U.S. and German standards in 
autonomous vehicles

In developed countries, mass deployment of 
autonomous vehicles is likely to commence within a 
decade. Develop a simple comparison of regulatory 
and safety standards between U.S. and German (EU, 
Japanese, other) autonomous vehicle regulations.

What is the relationship between trade and 
standards for AI?

AI technical standards have the potential to be 
deployed as a barrier to various forms of trade. 
Many of the concerns surrounding AI and trade may 
be legitimate. However, others may be excuses for 
various forms of protectionism.  

PRIVACY/DATA SHARING

In a hyper-connected world, the ubiquity of 
data presents opportunities to build a society 
that is more just, efficient, and human centered. 
Simultaneously, there is the potential for this 
data to be misused. In many cases the ethics of a 
particular use of data may be ambiguous. Questions 
surrounding AI and data include the following:

How should countries coordinate on data and 
privacy issues associated with AI development?

Laws and customs regarding data gathering, 
accumulation, utilization and privacy differ between 
the United States and Germany. How should issues 
of data localization and incorporation of local data 
be harmonized?6 
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Will AI inevitably lead to an erosion of personal 
data privacy, or can we improve the framework 
for granting/revoking permission for data sharing 
and monitoring how personal data is being used?

Our current framework for privacy of personal 
data relies on the theory of informed consent, and 

generally does not allow more than binary control 
(i.e. share vs. don’t share). However, informed 
consent is often unrealistic (privacy and licensing 
agreements often cover many pages and are not 
actually read or understood) and having more 
fine-grained control over when, how, and for what 
purposes personal data is shared could be valuable. 

ENVIRONMENT

AI-based industries have the potential to eliminate 
an enormous amount of waste, delivering products 
we need, when we need them and reducing 
inefficiencies within transportation, manufacturing, 
and logistics. At the same time, improvements in 
one realm (e.g. speed, efficiency, cost, etc.) may 
lead to challenges in another (e.g. employment, 
emissions, etc.). Questions surrounding AI and the 
environment include the following:

Can AI be used to optimize the efficiency and 
performance of networks of machines? 

One example might be scheduling the timing of 
when electricity is drawn from the grid to minimize 
emissions, or managing fleets of vehicles to reduce 
traffic. More broadly, how should AI be deployed 

in the context of the internet of things/connected 
machines?7 

What are the areas in which AI may result in 
conflicting social goods/costs? 

In certain areas, AI is likely to enable technologies 
and business models that have profound social 
benefits, while simultaneously exerting social costs. 
One example is self-driving cars. On the one hand, 
self-driving cars may result in wide-scale carpooling 
(environmentally beneficial) and dramatically 
reduce the number of road deaths (socially and 
economically beneficial). On the other, they may 
result in the elimination of hundreds of thousands 
of jobs (socially destructive) or a dramatic 
expansion in vehicle miles traveled (VMT). 

AI-based industries have the potential to eliminate an 
enormous amount of waste.
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ETHICS

AI has the potential to improve our utilization 
of data in ways that eliminate social biases. But 
sometimes objectively true data can also lead 
to poor social outcomes. This may result from 
mislabeling, categorization, or poor sampling. 
The German Federal Ministry of Transport and 
Digital Infrastructure has established an Ethics 
Commission in order to deal with ethical aspects of 
AI. Some of the questions associated with the ethics 
of data and AI include:

How to deal with racial, gender, and other forms 
of discrimination promoted by AI-based systems?

There are numerous ways in which AI systems may 
lead to discriminatory outcomes. For instance, 
ratings systems for customers/users of a specific 
service might socially disadvantage one group 
(e.g. women, men, the elderly, minorities, etc.). In 
some cases, this may be the result of incentives 
that align with a particular set of data but don’t 
adequately address certain social needs. It is easy 
to foresee a situation in which certain Western 
biases are prioritized over cultural values from other 
societies. It is just as easy to imagine a situation in 
which a non-Western country (e.g. Russia, China, 
etc.) generates AI that does not adhere to values 
that many Westerners hold to be universal (e.g. 
democracy).8 

Should businesses using AI be required to divulge 
the legal parameters/requirements of their 
decision basis? 

Increasingly, AI may be used to make decisions 
that affect a person’s finances, livelihood, housing, 
medical care, and other important aspects of 
their lives. Should there be a method to challenge 
or review highly consequential decisions taken 
by AI systems? Given the complex nature of AI 
processing/decision-making, is this technically 
feasible? 

Does AI pose a threat to democracy?

Democratic elections appear to be more vulnerable 
to information warfare than was previously 
understood. Would AI exacerbate this situation? 
Could AI systems be used to manipulate information 
flow or directly alter voting counts to affect political 
outcomes? Could AI forge information, such as 
images, documents, or sound recordings, to cause 
political damage?

How to improve transparency in AI-animated 
fields? 

Part of the power of machine learning is the ability 
to deploy data and complex algorithms to achieve 
technological advances that would be challenging 
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or impossible for human programmers to achieve. 
Unfortunately, the complexity of these algorithms 
often makes them inscrutable. How do we create 
systems that increase the transparency of these 
powerful, complex computational tools?

Can there be a science of “AI forensics”?

In some cases it might be necessary to trace the 
decisions of an AI to humans. If this is impossible, 
who should be held responsible for AI decisions 
that cause harm but cannot be directly traced to 
human developers or operators? 

DISTRIBUTION (LABOR, WAGES, 
DISTRIBUTION, TA X ATION, WELFARE, 

ETC.)

AI is bound to improve the productivity of many 
sectors of the economy and reduce human error in 
areas such as medicine and finance. At the same 
time, there are serious questions regarding the labor 
market implications of these technologies and how 
to reimagine the social contract in a world where 
an increasing proportion of economic productivity 
is accounted for by machines and computers. Some 
critical questions include the following: 

Can the economic premise of compensation for 
human production and labor survive in a world 
where AI increasingly performs productive and 
even creative tasks, with less and less human 
input?

Our legal and economic systems are fundamentally 
based on a linkage between productivity and 

income, since we believe more productive people 
should get more wealth. Who is being “productive” 
when a job function is automated and no longer 
needs human input?9 

Could a Guaranteed Basic Income (GBI) be 
implemented within the U.S. and/or German 
political and legal systems? 

The idea of a GBI has been introduced as a response 
to the increasing automation and job displacement 
portended by AI. What social impact would a GBI 
have on dimensions such as happiness and life 
satisfaction, health, and economic growth?

What are the limits of reskilling?

Are there areas in which reskilling efforts should be 
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focused? Are there certain characteristics that we 
can isolate that make a worker more/less likely to be 
successfully reskilled? 

Is there a vulnerability index for automation? 

Can age, education, or other factors predict the 
vulnerability of certain labor demographics to 
automation? 

How do we improve skills-needs forecasting?

The time lag between demand for labor in emerging 
fields and the training of workers capable of 
fulfilling those jobs is a persistent and disruptive 
source of friction within the labor market and 
society. 

How do we nurture an entrepreneurial mindset as 
opposed to identity occupation?

For many people, their identity is densely 
intertwined with occupation. Many families have 
been working in a specific industry (e.g. assembly 
line, mining coal, or serving in the military) for 
generations. Is it possible to create a less fixed, 
more entrepreneurial mindset that will help citizens 
adapt?

What is the relationship between safety nets and 
entrepreneurship? 

Most of Silicon Valley’s most successful 
entrepreneurs enjoyed the luxury of being able 

to risk potential failure because of an extensive 
familial safety net. Is expanding the social safety 
net through tools like guaranteed basic income 
a means of increasing entrepreneurship and 
economic growth?  

What are the prospects for reskilling labor 
displaced by AI? How can we learn from existing 
efforts within technical schools and successful 
reskilling programs? 

Germany’s vocational training programs have 
demonstrated enormous success at preparing 
workers for employment in technical fields, and 
thus served as an example for U.S. policymakers 
and institutions. However, successfully reskilling 
workers displaced by automation and technological 
change remains a challenge for Germany and the 
United States. 

What are the areas of employment that are least 
susceptible to being replaced by AI? Are these the 
same across borders? Or do they differ because of 
culture or regulation? 

From a purely technical perspective, it should be 
possible to make broad assumptions about which 
jobs are susceptible to being replaced by algorithms 
and robots. However, there may be cultural or 
regulatory factors that impact the likelihood of jobs 
being replaced by AI in the near future (to 2035).

There are serious questions regarding the labor market 
implications of these technologies and how to reimagine 
the social contract in a world where an increasing 
proportion of economic productivity is accounted for by 
machines and computers.
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