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Chairman Allen and Members of the Committee:

My name is Lauren Sarkesian, and | am a Senior Policy Counsel at New America’s
Open Technology Institute (OTI). Thank you for the opportunity to testify today.

OTI works to ensure that every community has equitable access to technology and its
benefits. This includes working to ensure that government surveillance is subject to
robust safeguards that protect individual rights. OTl is based here in the District, and we
address both federal and local laws and policies.

First, we would like to applaud the efforts that the Committee is undertaking to address
police reform in the District. The police killings of George Floyd, Breonna Taylor, and
others last year—which follow a long history of police brutality toward Black
people—spurred an overdue reckoning over racial justice and the role of police in our
country. We are glad that the Committee and the Council responded swiftly and
continue with ongoing efforts toward police reform.

As a next step in these efforts, it is crucial that the Committee and the Council rein in
police use of surveillance technologies. While it is important to directly address police
conduct and accountability, legislative efforts should also account for the fact that
technology tools are rapidly spreading, and contribute to the disproportionate policing in
the United States. Increasingly over the past two decades, police departments across
the country have been acquiring, deploying, and gaining access to surveillance
equipment in secret, without any notice to the public or authorization from local
legislatures-- including here in the District.

Studies have shown that technologies like facial recognition are biased against women
and people of color," and in fact, we now have numerous clear examples of cases in
which facial recognition mismatches led to the wrongful arrests of Black men.? But even
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as these powerful technologies improve in terms of accuracy, they pose profound
threats. Police surveillance technologies are extremely privacy invasive, as they provide
the government an unprecedented ability to monitor local residents over time, and
accumulate vast amounts of their personal data. Surveillance technologies are also
prone to abuse and disproportionately used on communities of color,® leading to higher
arrest rates in those communities and feeding the cycle of racialized policing.*

First Amendment rights are also at stake. As Black Lives Matter protestors pushed for
racial justice in the District and across the country last year, reports surfaced that they
were subject to mass surveillance, via a wide array of these technologies.® Biometric
surveillance technologies can track thousands of protesters from each surveillance
camera—and MPD has hundreds of CCTV cameras across the District.®

So, these threats are not hypothetical, nor are they remote. We know that the MPD
uses facial recognition technology, cell-site simulators, and automated license plate
readers, among other surveillance tools.” But we lack complete information about
MPD’s technologies, and the policies that govern their use. And because of the very
real threats they pose, surveillance technologies should not be funded, acquired, or
used without at least community input and very clear, specific approval by the Council.

For these reasons, OTl is a member of the Community Oversight of Surveillance -- DC
(COS-DC) coalition, a local coalition of groups working to secure legislation in the
District that would provide transparency and accountability for D.C. government use of
surveillance technologies.® The legislation we seek would ensure that D.C. residents
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and the D.C. Council have a say in whether, when, and how particular technologies are
used.

Nineteen jurisdictions across the country have enacted these “Community Control Over
Police Surveillance” (CCOPS) bills over the past few years to provide much needed
transparency and accountability for local government surveillance.® The District should
be next. As our nation’s capital, Washington, D.C. has long been a central place for
protest in the United States. District residents need protection from inappropriate
surveillance both as we exercise our First Amendment rights, and day-to-day.

Fundamentally, the legislation we urge the Council to pursue would require the D.C.
government to:

e Use a transparent public process when any D.C. government agency seeks to
acquire and use any surveillance technology and only allow use of technologies
that have clear approval from the Council.

e Weigh costs and benefits to the District regarding technology the Council is
considering, including impact on individual civil rights and civil liberties.

e Establish written use policies for each surveillance technology, which must be
approved by the Council before use.

e Create a surveillance advisory committee that would advise government
agencies and the Council on surveillance technologies.

e Conduct regular audits and evaluations of the use and impact of surveillance
technologies, including the impact on rights and liberties.

This legislation would ensure that tough decisions surrounding police technologies are
shared between the government and the community, and would set up clear processes
to safeguard residents’ rights. These processes, and the transparency they would bring
to our policing, could therefore ensure that we think carefully about how we invest in our
community’s public safety, and could also help to build trust between the community
and police— goals we know this Committee shares.

Accordingly, we ask that the Committee consider surveillance-related legislation as
soon as possible as part of your comprehensive police reform efforts. Both OTI and our
COS-DC coalition stand ready to help in these matters. Thank you.
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